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Source: Ablon et al., 2015
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Despite that, firms are investing little (or not at all) in data security.

Recent KPMG survey: 44% of CEOs do not plan to invest in cyber
security in the next three years.

Weak investment incentives may be due to market failures.

• Imperfect information: security level not observed by consumers.

• Externalities: losses to third-parties not internalized by firms.
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• Can reputation concerns play a role in incentivizing security
investment? If so, how big a role does it play?

• How can we further improve investment incentives?
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• Key elements:
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website

I Imperfect Information: website’s security level not observed by
consumer

I Customer turnover: data breaches signal poor security; consumer
may leave upon learning that website was breached → Reputation
mechanism
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Main findings:

• Reputation can play a role in incentivizing security investment.

• Its effectiveness depends on the consumer’s willingness and ability
to punish a breached firm, which may be limited in practice.

I Difficulty in detecting breaches.
I Limited consumer losses due to bank’s fraud prevention and liability

protection policy.

• Policies aimed at raising investment via the reputation mechanism
can make the consumer worse off.
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Timing
t = 2: Consumer makes purchase decision given website’s updated
reputation...If website is vulnerable, breach may occur again. Then, the game
ends.
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E (U(qt−1)) = v − (1− qt−1)ρ(1− γ)(1− λα)l︸ ︷︷ ︸
Expected fraud losses

from breach

.

Her decision depends on:

• Her valuation for the product v

• Her expected fraud losses → depends on website’s reputation qt−1(q0)



Introduction Model Setup Reputation Mechanism Policy Analysis Related Literature Conclusion

Consumer’s Strategy

At every t, consumer has to decide whether to buy from the website.

Expected within-period utility from purchasing is

E (U(qt−1)) = v − (1− qt−1)ρ(1− γ)(1− λα)l︸ ︷︷ ︸
Expected fraud losses

from breach

.

Her decision depends on:

• Her valuation for the product v

• Her expected fraud losses → depends on website’s reputation qt−1(q0)



Introduction Model Setup Reputation Mechanism Policy Analysis Related Literature Conclusion

Consumer’s Strategy

At every t, consumer has to decide whether to buy from the website.

Expected within-period utility from purchasing is

E (U(qt−1)) = v − (1− qt−1) ρ(1− γ)︸ ︷︷ ︸
Prob of

exp. fraud

(1− λα)l︸ ︷︷ ︸
(Net) fraud

losses

.

Her decision depends on:

1. Her valuation for the product v

2. Her expected fraud losses → depends on website’s reputation qt−1(q0)



Introduction Model Setup Reputation Mechanism Policy Analysis Related Literature Conclusion

Consumer’s Strategy

At every t, consumer has to decide whether to buy from the website.

Expected within-period utility from purchasing is

E (U(qt−1)) = v − (1− qt−1) ρ(1− γ)︸ ︷︷ ︸
Prob of

exp. fraud

(1− λα)l︸ ︷︷ ︸
(Net) fraud

losses

.

Her decision depends on:

1. Her valuation for the product v

2. Her expected fraud losses → depends on website’s reputation qt−1(q0)



Introduction Model Setup Reputation Mechanism Policy Analysis Related Literature Conclusion

Consumer’s Strategy

At every t, consumer has to decide whether to buy from the website.

Expected within-period utility from purchasing is

E (U(qt−1)) = v − (1− qt−1) ρ(1− γ)︸ ︷︷ ︸
Prob of

exp. fraud

(1− λα)l︸ ︷︷ ︸
(Net) fraud

losses

.

Her decision depends on:

1. Her valuation for the product v

2. Her expected fraud losses → depends on website’s reputation qt−1(q0)



Introduction Model Setup Reputation Mechanism Policy Analysis Related Literature Conclusion

Consumer’s Strategy

At every t, consumer has to decide whether to buy from the website.

Expected within-period utility from purchasing is

E (U(qt−1)) = v − (1− qt−1) ρ(1− γ)︸ ︷︷ ︸
Prob of

exp. fraud

(1− λα)l︸ ︷︷ ︸
(Net) fraud

losses

.

Her decision depends on:

1. Her valuation for the product v

2. Her expected fraud losses → depends on website’s reputation qt−1(q0)



Introduction Model Setup Reputation Mechanism Policy Analysis Related Literature Conclusion

Consumer’s Strategy

1) Consumer always buys from website regardless of its reputation. just
to take up enough space

v(λ, α, γ): Max. expected losses
q̂0(v): Min. initial reputation such that E(U1) ≥ 0.
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Implications:

• Reputation is likely to be less important when

I there are no close/good substitutes for the product.
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max
q
π(q; q0, λ, α) ≡ R1(q0, λ, α)︸ ︷︷ ︸

Revenue
at t = 1

+δ R2(q; q0, λ, α)︸ ︷︷ ︸
Expected revenue

at t = 2

−c(q)

• δ: discount factor of the firm.

Invests a positive amount only when consumer is willing and able to
punish it for breaches.

• Willing when expected fraud losses exceeds her valuation (v < v).

• Able when she learns about the breach.
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1. Website only invests when it expects to be punished by the consumer.

2. It invests more when the consumer is more likely to learn of breaches.



Introduction Model Setup Reputation Mechanism Policy Analysis Related Literature Conclusion

Website’s Strategy

Website’s Investment Strategy

1. Website only invests when it expects to be punished by the consumer.

2. It invests more when the consumer is more likely to learn of breaches.



Introduction Model Setup Reputation Mechanism Policy Analysis Related Literature Conclusion

Reputation Mechanism

Bayes-Nash Equilibrium (with Rational Expectations).
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1. Reputation plays a role when the consumer is willing to purchase and
to punish the firm (v is neither too high nor too low).

2. Its role is bigger when the consumer is more able to punish the firm.
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• Why breach detection may be difficult:
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I Micro charges (e.g., the $9.84 scam)
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• Banks typically absorb a large share of fraud losses.

Consumer’s Maximum Loss

Credit $50.

$50 if reported within 2 days.
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Unlimited thereafter.

Table: Consumer’s liability under the FCBA and EFTA in the U.S.

• Many major card networks (e.g., Visa, Mastercard, Amex) even
offer a zero-liability policy.
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“Credit card fraud losses totaled $8 billion last year, but many consumers may

see it as a victimless crime. Certainly there is a high hassle factor... but

consumers are generally not held responsible for the fraudulent charges

that occur... there is no evidence that they shifted their spending patterns

to use cash rather than plastic.”

- The New York Times, Sept. 28, 2015

→ Firm has little incentives to invest.
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• Lower rate of breach detection → consumer less able to punish

→ Firm has little incentives to invest.
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• a high ability of fraud prevention.
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• Reputation concerns may not provide firms with sufficient
investment incentives.



Introduction Model Setup Reputation Mechanism Policy Analysis Related Literature Conclusion

Weak Reputation Effect

Limited Role of Reputation in Reality

The consumer’s willingness and ability to punish a breached firm in
reality limited by:

• a low rate of breach detection

• a high level of liability protection

• a high ability of fraud prevention.

Implication:

• Reputation concerns may not provide firms with sufficient
investment incentives.



Introduction Model Setup Reputation Mechanism Policy Analysis Related Literature Conclusion

Improving Investment Incentives

1. “Indirect” Interventions

• Strengthening the reputation mechanism by raising the consumer’s

I Willingness to punish: Expulsion of breached merchants from card
network

I Ability to punish: Active fraud monitoring by bank, mandatory
breach notification

2. “Direct” Interventions

• Improving consumer information: Certification of investment level or state
of security

• Increasing the direct cost of data breaches: Liability rule



Introduction Model Setup Reputation Mechanism Policy Analysis Related Literature Conclusion

Improving Investment Incentives

1. “Indirect” Interventions

• Strengthening the reputation mechanism by raising the consumer’s

I Willingness to punish: Expulsion of breached merchants from card
network

I Ability to punish: Active fraud monitoring by bank, mandatory
breach notification

2. “Direct” Interventions

• Improving consumer information: Certification of investment level or state
of security

• Increasing the direct cost of data breaches: Liability rule



Introduction Model Setup Reputation Mechanism Policy Analysis Related Literature Conclusion

Improving Investment Incentives

1. “Indirect” Interventions

• Strengthening the reputation mechanism by raising the consumer’s

I Willingness to punish: Expulsion of breached merchants from card
network

I Ability to punish: Active fraud monitoring by bank, mandatory
breach notification

2. “Direct” Interventions

• Improving consumer information: Certification of investment level or state
of security

• Increasing the direct cost of data breaches: Liability rule



Introduction Model Setup Reputation Mechanism Policy Analysis Related Literature Conclusion

Improving Investment Incentives

1. “Indirect” Interventions

• Strengthening the reputation mechanism by raising the consumer’s

I Willingness to punish: Expulsion of breached merchants from card
network

I Ability to punish: Active fraud monitoring by bank, mandatory
breach notification

2. “Direct” Interventions

• Improving consumer information: Certification of investment level or state
of security

• Increasing the direct cost of data breaches: Liability rule



Introduction Model Setup Reputation Mechanism Policy Analysis Related Literature Conclusion

Improving Investment Incentives

1. “Indirect” Interventions

• Strengthening the reputation mechanism by raising the consumer’s

I Willingness to punish: Expulsion of breached merchants from card
network

I Ability to punish: Active fraud monitoring by bank, mandatory
breach notification

2. “Direct” Interventions

• Improving consumer information: Certification of investment level or state
of security

• Increasing the direct cost of data breaches: Liability rule



Introduction Model Setup Reputation Mechanism Policy Analysis Related Literature Conclusion

Improving Investment Incentives

1. “Indirect” Interventions

• Strengthening the reputation mechanism by raising the consumer’s

I Willingness to punish: Expulsion of breached merchants from card
network

I Ability to punish: Active fraud monitoring by bank, mandatory
breach notification

2. “Direct” Interventions

• Improving consumer information: Certification of investment level or state
of security

• Increasing the direct cost of data breaches: Liability rule



Introduction Model Setup Reputation Mechanism Policy Analysis Related Literature Conclusion

Improving Investment Incentives

1. “Indirect” Interventions

• Strengthening the reputation mechanism by raising the consumer’s

I Willingness to punish: Expulsion of breached merchants from card
network

I Ability to punish: Active fraud monitoring by bank, mandatory
breach notification

2. “Direct” Interventions

• Improving consumer information: Certification of investment level or state
of security

• Increasing the direct cost of data breaches: Liability rule



Introduction Model Setup Reputation Mechanism Policy Analysis Related Literature Conclusion

Improving Investment Incentives

1. “Indirect” Interventions

• Strengthening the reputation mechanism by raising the consumer’s

I Willingness to punish: Expulsion of breached merchants from card
network

I Ability to punish: Active fraud monitoring by bank, mandatory
breach notification

2. “Direct” Interventions

• Improving consumer information: Certification of investment level or state
of security

• Increasing the direct cost of data breaches: Liability rule



Introduction Model Setup Reputation Mechanism Policy Analysis Related Literature Conclusion

Expulsion from Card Network

In the US, a breached merchant that is not compliant with the PCI’s
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Suppose that the bank can expel the website following a breach.

Let τ denote the resulting inconvenience cost to the consumer.

The policy raises the consumer’s willingness to punish, but does not
affect her ability.
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controller becomes aware of the breach, whenever it is likely to
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I Notification must be provided in a timely fashion, unless there is no
reasonable risk that the breach has or will result in harm for its
victims.

• Failure to comply with regulations will result in high fines or
penalties.
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Website to notify to consumer whenever breaches occur → raises
detection rate from λ to 1.

Two cited benefits

1. Higher investment: Improves consumer’s ability to punish the firm →
Higher expected cost of turnover.

2. Loss mitigation: Allows consumer to take actions to reduce her losses.

But loss mitigation may adversely affect investment incentives

• Lower expected losses from breaches → Less willing to punish the firm.
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• Raising the consumer’s willingness to punish lead to higher
investment but can reduce consumer surplus when consumer’s
valuation is very high.

• Ex-post protection of consumers against losses reduces ex-ante
investment incentives of firms.
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fraud losses incurred by bank.

• Website incurs a cost whenever fraud losses arising from breaches are
detected (even when there is no turnover).

The website invests (weakly) more under the liability regime.

Consumer surplus is (weakly) higher.
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but their impact may be limited by low breach detection rate, high
liability protection and strong fraud prevention ability.

Incentives can be improved indirectly by raising the reputation cost or
directly by reducing the information imperfection and externalities.

Attention should be paid to how indirect measures affect the consumer’s
willingness to punish → may lower her surplus.
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Thank you.

Feedback and comments are welcomed at
yinglei.toh@gmail.com
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